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Ø “Bring the computation to the data”Federated analytics
Federated analytics



GDPR

GDPR

Ps
eu

do
ID

C
lin

ic
al

 d
at

a
M

on
ito

rin
g

Im
ag

in
g

O
m

ic
s 

da
ta

_
_
_
_
_

_
_

_
_

_
_

_

_

_
_

_

_

_

Center 1 Algorithm
Local

aggregate 
stats

Center 3

Center 2

Global
aggregate 

stats

Processing
only takes 
place after 
authorization
by each data
controller

Federated analytics & the GDPR



Buyer beware: No free lunch!
Ø Federated analytics facilitates GDPR compliance

Ø It does not provide an escape from responsibility
Ø Processing from personal data to aggregate data must be 

legitimate, which depends on foreseen/foreseeable uses
Ø Consent to participate in research is independent of GDPR
Ø Consent to process personal data is not the same as consent to 

participate in research study

Ø GDPR mandates data minimization
Ø Do not process personal beyond necessary
Ø Not only pseudonymization
Ø Federated analytics is a key data minimization technique



Attacks against aggregate data
Ø Aggregate data or models might sometimes be susceptible 

to differential privacy and model inversion attacks.
Ø From aggregate data and part of a person’s data, it might be 

possible to know whether someone’s data was used in the 
calculation of the aggregate data or model.

Ø From a model, it might be possible to recover some information 
about the underlying personal data.

Ø Risk analysis must be carried out for each specific 
aggregation scheme.
Ø In case of plausible attack, mitigation strategies might be possible.



Horizontally vs. vertically partitioned data
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• Horizontal = patient (= item) aggregation
• Vertical = attribute (= variable) aggregation



Multiple Sclerosis Data Alliance: COVID & MS

Over 80 countries are participating in this 
initiative

A large number of partners were involved



Associations of DMT therapies with COVID-19 
severity in multiple sclerosis
Data From 28 countries aggregated (including three level data acquisition)

Demographic (age, sex), and clinical (MS phenotype, disability), and DMT 
covariates were queried, alongside COVID-19 clinical severity outcomes, 
hospitalization, admission to ICU, requiring artificial ventilation, and death. 

Characteristics of outcomes were assessed in patients with suspected/confirmed 
COVID-19 using multilevel mixed-effects logistic regression, adjusted for age, 
sex, MS phenotype, and EDSS. 

Using the largest cohort of people with MS and COVID-19 available, we 
demonstrated consistent associations of rituximab with increased risk of 
hospitalization, ICU admission, and requiring artificial ventilation, and 
ocrelizumab with hospitalization and ICU admission. 



Federated Learning 4 Everyone
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Data heterogeneity
Ø Multicentric analyses will reveal substantial heterogeneity 

across partners
Ø Harder to obtain reproducible results
Ø Need to correct for biases
Ø Need for research on better machine learning approaches
Ø More robust results



MSBase – Data size imbalance

122 Clinics



Country level
Class imbalance
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New collaborative models



Value proposition
• Hospitals

• Hub model
• Protects patient privacy (GDPR)
• Hospitals maintain control 

over own data at all times
• Predictive model

• Support therapeutic decisions
• Generate revenue from industry

• Access to modeling results
• Patient recruitment 

• Fund IT costs related to 
disenclaving/curating data

• Public health authorities
• Use of the platform would be 

valuable for public health policy
• Disease burden
• Drug effectiveness research
• …

• To obtain governmental 
cooperation, public health 
authorities could be given 
access to the platform



Value proposition
• Pharma

• Modeling of patient trajectories 
• Better stratification of patients
• Improved design of clinical trials
• Improved patient recruitment

• Pay-for-cure model
• Incentive for all pharma 

companies to give the right drug 
to the right patient

• Support better therapeutic 
decisions at hospitals
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